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(54) MAIL FILTERING SYSTEM AND URL BLACK LIST DYNAMIC CONSTRUCTION 
METHOD TO BE USED FOR THE SAME 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a mail filtering 
device for reducing a management load by increasing 
the detection rate of an unsolicited bulk e-mail. 
SOLUTION: A first retrieval means 21 retrieves the entry 
of a mail flow rate storage part 41 based on the 
transmission original IP address of the text of an 
electronic mail, and increases a corresponding count 
value by a specific value when the corresponding entry 
is found, and newly registers an entry constituted of the 
transmission original IP address of the electronic mail 
and the initial value of a counter in a mail flow rate 
storage part 41 when any corresponding entry is not 
found. A second retrieval means 22 retrieves whether or 
not the SPAM determination word of an SPAM 
determination word storage part 42 is included in the electronic mail. A new URL registering 
means 31 extracts a character string starting with "http" from the electronic mail, and records 
it in an SPAM determination word storage part 42 and a URL bjack list 43. An unsolicited bulk 
e-mail processing means 32 executes a preliminarily specified action to the unsolicited bulk e- 
mail. 



i ram. 



,i ;/J; TP 

in-:---! f^km 

$: _ J j- -ft, : 



..- .11... , ; • : 



L.. y , . .^jto 



http://wwwl9.ipdl.ncipi.go,ip/PAl/resuIt/detail/main/wAAAHeaGLYDA417208780Pl.htm 7/11/2006 



(i9)B*sttsw?(jp) (i2)& El t$ if £ 8(A) (imtttm£w&* 

«N2005-208780 

(P2005-208780A) 
(43)&MB ¥J*17*8B4B(2005.8.4) 



(51)Int.Cl. 7 Fl 7-V3-F 

G06F 13/00 G06F 13/00 6 1 0Q 5K030 

H04L 12/58 H04L 12/58 100F 

H04L 12/68 H04L 12/66 B 



smmx *sn* ffiwm®. 31 o l (± 21 g) 



(21) iB!S#*f 


^®2004-12542 (P2004- 12542) 


(TDfflJBA 000004237 




(22) m®iB 


¥$16¥U121B (2004. 1.21) 










mmi!jiES5TS7Sl^ 








(74)ttSA 100088812 








. #a± A«iTjii fs 








(72)J8W» Sffl EA 








SmiPiiE^5Tg7Sl# 


B*H»« 














F^r-A(M) 5K030 CA15 HA08 HC01 


HD03 HD06 






JA10 KA05 MA13 


MB18 MC08 



(57) 

[ ffl&m m i w«§s#g 2 1 wrap* -^o** 
y h y *«es L . nmth^y v y tfM.-ofri t ttmt 

*>7^<^JK*^^xy h y *^-;PSS«ffi* 

au i tawiKHMat*. m2<omm^m 2 a*** 

-;K;SPAM^JS7- KfitK84 20SPANPPJ5S7 
- K3fi%4*irv^V^**ttW-« . *r«URLS»#. 
S3 1 JifS^-rt^ "http" S*^HSr 
fe&ifJU SPAM^y-Ffeifg|54 2SU r URL7' 

5 7 ^ y x b 4 3 tfiftti . ai«^-/W!Mi#a3 2 
ttaas^-^fc^ was uzr? y 3 yzmt+i. 
imwm) 01 



TT 



43 



RMUSLOMl 



! 5 



(2) 



1=^2005-208780 (P2005-208780A) 



•f^— jVCD^Xi/ZMfrtltlU RL (Un i f o r m Resource Locator 

-~%$m<r)*->V<nW&Z^x. •vtthtzMzmm.TX-lWV-X IP(Inte 
met protocol) TVUXtl}'7>?mt<0&fr£b-£Zmnt&*-Jl'ffi 

utmfcthw. i otm&zt . wmmv- mmmzsmtitzmm mv- k# 
m -iwjfxwz^ ttix^h vsizmmm* -jv t wfct&m 2 v/imm t 

zim-?h 7*5 ??vz Him^mstsz. t mwt tzmm 1 $m <z>wr 

mii^m^mt , m&m* -n,t wesfifcrax -/uo#:$:*> fe rc 9 & uz u r l 
tf=f>*bm.%.2titz¥j\%.\j r Lcvmzmzu r L^mi?? * ? v x Hm^&^nMmz 

y/yXfA. 
[11*117] 

miej*^-^*: mfeziitzn^x->w*ii:frbmffim±m'm mzhtzu r l 
£ j^c^s i . znmKpimizm^tzftffifr fe om^^ t x mi?? 7?uxme 

^/^'jy/yXfA. 
Clf5f<«8] 

mimm^xm 'om^titzURL^-mmtiu r Lm y x meh^s***, 
fiieu r Liis y * bfe$i^&«m§ ^url Sr^gpc^ i . to^mizm-J 

^tz9\-m^coi%mzmtXmii7'7 v 7 'J* MSfi#S^ieii5rff o £ i: £#$ifc-f 

uRLt*^y?mtcomfr£b^mm&*-Miimm&£t , 
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[ 11*3110] 

SB*Ntf!Silfc« : P.*-/l'tf> IP (Internet protocol) v^vh 

-;l/i;ffJ^$fUtl;^-/Uc7)2(srS:* : >4URL (U n i f o rm Resource L 
o c a t o r ) ZmttilX'JrKK t i>mmRVimc?> 0 COT ? i/ 3 ffc&i-f S 

Iff SiBSKEfc , fl^ttgEfciE«$*ifcU R L fc *-)y *^^^xy h »J 

Sl*Jtf>7*5 7 7 U xM;ftft^/7 7 ? OX hMMttiib . wl&&?*->W*%$m 

;<-/!/ 7 'J y/yXfA. 

yl'^fc&fctr^ilfcU RL (Uniform Resource Locator 

-je^^wi^auitf-iv^-rifcftfcinEt^-^y-^i p ( i nt e 

met protocol) T H^fc^'^'^tf fc^fi^*rti-*fiM*'f -S^-^S 

^kw^7 y Ymffimmmhte^fr^nmtf i s v Mi^x^ciwiami^ - 

[11*1113] 

miw&* -iv t m&ztiizvf-x -iw^xfr ^mim^m-n <o as u r l 
*ie»f 7 ? y * MEfi^a**o; t ir#mi:-ri>fi*« 1 1 »*>mcm 1 3 

C 11*1115] 

ItiieSfi^&ti. filEm^-^^WS^ii^m^-^^J&^KOajUcURL 
Wit-f 6-r £#i3Mi>if*Jl 1 4iEtt^-^7 y y^ga. 

[M$4(16] 
[ 11*1117] 
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mum^&x'M o m, s titz u r l & -m&ft-t h u r l mm v * t m^m-sz- , 
luieu rl&moz Hm^mzomz titz url mmzmt i , ^m^mizm^ 

mm i 7iffi<7>x-iV7 a jv? y yymw.. 

URL k*^y^«fc(^»^i>**«J^4^-;l«aEtl#Si: . TORSSftfcfl 
Lfc U R L nm-tl -fy >v9VA hCtt^RJ: 

meWR^Htt . H-rie^fi^ -;ko*^*>^>K 0 ffi § u r l MtjBt h frfB^ -jv 
mmm 7 y # vmi £i@;i£B#awfB 

. mm^-mmmzm^ixtzmmm^. 

*¥RI:*»4»*4 1 k S-#$tk -f 1 l tm^-)V7 < )V9 U >?im. 
[||*Ji203 

fffi^mUZtltzmTX-W IPdnternet protocol) 

?-f & k k fctc^*^-^fc W€S^4^^4^Tv^v^»tt(^L^ofnE^> 
^kW^$il7t€^-/^*S:*^URL (U n i f o rm Resource L 
oca to r) ZMftlX'J?%<bi>mmRXFMm<VO%<0-1]<n7?i'3>$:mZ? S 

PAM^asst . ffieuRL^^ijk^^y bffik^ffl^^^xy h u k trie 
*tsieieiak . ffieiBii^s^ieii$n/iUR l t t^y ?mt frt>%&xy vvn 
*<r>mm 7 ytm^WLfeWz i # ^mzmtx i<o £K o aj lt fnsiEitg 

Bf*K07*5 'V ? U X hfcfiffiE-fSr? -y ? 'J 7. hJf§i§$IBk . «fE* : P^-/KWi:*ir 
IBI PA'^r.y hlCJtX^UTg^K^jM-ri»^-;WlS^gSk$-*-ri»^kSr^ktl» 

[tt*321] 

UTURL (Uniform Resource Lo c a t o r ) C7)7'5 h £ 

fl»S^4 U R L 7*5 7 7 y 7. hHWflBfcfrifc-ca -5 T . 

KvxT-yTt. mmmx ->vb wzztuzv?-* -wxtxtzmtrtv/z url stmis 

Ji^-;^fiJS , 7-KfiffikLTSii-ri)M2^XT-yrk$-*L, 

z tmwitt huR^y? -y 9 v xhw&mmm. 

[ff*fl22] 

Bute® 1 cox r >y 7U . -fetiffile)* -WtilM. $J-x>y7i-&tzib tzffl§S&?X -)V 
(DV-XI Pdnternet protocol) TFU^k^f^fikoaffi^ 

^M^^i.^B#tfriB2L^-;Ukf'JS1-|.m3c7)XT «y7'k . WKse$itfeWS7- 

(=**nTV^«ftc1rrEasS^-^k¥iJ^rs*4^r-yrk ^tfikSr^k-f h 
mm. 2 1 Ifilg^ U R L 7 7 y 9 V * h WWflKRfrffi. 
[11*1123] 

huIb^-^7 ^ y yrmmmz. msm^-^fn^ixtzm^znix^K 

k t^R^S^ifelBR&KfjlSESrff 3 xf 77^^^ k ^^S[k-r-§.lt*iI2 1 ifc 
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[fS^«24] 

7 , ££tf<rfc£ ! mSi:tSia:£JS2 1 jfr>£>ff#Jl2 3<aVYffu&»i3tt*>URL7*?«y ? y 
* hlSWff 
. [fi^«25] 

U R L jWbRSSiifcBffcU R LfliSfcSKU R LOWE^5 «y 7 'J x b KU^S^*) 
l2»*W±-fl. - 1 t*M^2 4ffi»tf)URL7*5 v ? 'J * MUWflBRfrife. 

m ess 2 coxt -y rti . mmm* ->vt mfeztitM?* wo&it: 
url wffi&j -vtvxh nim^m j \cr,iimm±t h itwzfvsmte tuziiifcu r 
l z&m-txvj hvzh §m&mz§mztLt:i!fi%.u r L^tca^u r l^buie^ 

•y^yxhiJ^ffi^ffi. 
[ft*JS27] 

wiBasssw t wjg^^ifc*-?^ curies 2^f7 7-cjr o as 

C7) U R L 7 y >y 9 V X h SlWflBEfrffi. 
[ IB*«28] 

BUlESfl 2 CO^T -y 7-C'JR 9 iB Sflfc U R L * U R Lftffi 'J A h IE*#gWc-B**» L . 

mibu r Lim y * h SEis^atftfirs *ut url ^mbk** l . ^com^mizm^ 

4M#JB2 7K®cOURL7'5 -y ? 'J* MftWflBKfrft. 
[1**«29] 

ml ESS 1 co^ r -y 7°{± , -SB#Hc7)^ -;KOjSJI £ f - x >y ? -fl> fc«> fc mflBSi^^ 
fcjg* fcx y h 'J £*«&t4 Itrieu R L £Jj5tf#-T h Xf 77h <£<Ofl5tf# Lfc U R L £ 7" 

y>v? vxh%3ttmzim^&^'v7t*%tsz\tmwLt^mim2 laa^u 

RL7*7>y^y^M&6<JflS^m 
«* A ^BHIS*lfc* : f*-*tf> IP (Internet protocoll^yb 

mm=F* -iwrtx* * -/i^fiSfitTJR o as l . we vp* -/uoaut* f - x 

^-^tfJS^il/iS-f^-^^^'bURL (Uniform Resource 
Locator) £tt£BLT^&< t t^Sia^lSOO %0>-^T9 ^ 3 y£ S P A 

mmzxm aj LtiyiEiEiigfii*io7' u , * -JMBasgtfc-cisriE 
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(57) [S»] 

#Hoj!>»4>& Witf m?.* -;K932sfi7c i p r f t 

4 1 (CfrSfCfifttt-* . £20tt9R¥Bt2 2HWP * 
-;MC SPA MW5£'7- HIE1t8V4 2 <7) S P AMfl^7 

S'3 1 M*?*-/!^ "htt P " T*&4 S*^!* 
ftSHJU SPAMffig7-b'feigg|54 2&t/URL7 

[XttBU 111 
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9fe*—iW7 4)V9 0 yywmzfio^-n-? <)V9 0 y^mW-^ti^xr-Mza 

WCURL (Un i f o rm Resource Locator) cr>y"y 

ESM^-;WQB^-/I^^t i WS^** 1 ^Si: . WEBBS* -rt'fcWESfufc 
*7 * -;K0**fc»3Wt^ URL fcffiiea&L* h'i£*f k LTfifct 4 » 
2 Wii: Sr^f Mie^l^S^fcV^T'?-coSliSii^URL2-»cKrieai^* 

[0001] 

i,uRL/77;yx h»i«flHs*?^tf (c-twrn/^Atw ^tcasg*-^* 

[0002] 

as^-^fei-irWB<Wfcj«BrUfc!). jHES*4iktJ:oT, ^-ifOSPAM 
[0003] 

Vyymit. ±t*7f7-^>fy^7ir^i ( IF*) k. *-;HEtt»i:. ^« 
[0004] 

[00053 

WE B* -^Wi»i#iB*STfc:SSfc*iT # -/K0#SflH8*<li^$<lft 

^7 u y ymzmvft a . 

[0006] 
[0007] 

[WKPXHU] ftH2 0 0 3-1 733 1 4#&ff 

[ffcBjJtfj^LJdfc^SllliS] 
[0008] 

L*>L&#£>. ±$L£&#o*-^7 4^yy^gaT'ti\ ^S*-;HM(WP1» 
{CS P AM|iJg7- K^'JX hcO^'ISA^ilTfc 0 . -5gi$fil^)*-^aai&f-x -y 

fciStt SivC V ^ v MS 0 , * -y r- 7- ? otWi^ LT L i a J: 3 tttm* —>Vi>-£X 

[0009] 
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[0010] 

-f-hvs-.y?L-o^w:\ aasw-^*jioftfc*&, ass^-^^ffis-ti^t* 

[0011] 

y^mmm/^ti^zm^h urlt*? -v 9 y* ymtmm&mf\,z%<?>ruy7j±* 

[0012] 

iform Resource L o c a t o r ) ZmiOMM* — /KO^JSV— Fliffifc 

ureii-tsfEii^afc » *<oss$*ufc url ^stMie«i§s#a*«iffi2aas^ 

[0013] 

fflRttb* mimmt-^tmfeZiitzmTJ-twttizmfrtLtzuRL (un i f 

orm Resource Lo c a t o r ) ZMilW&t—lVPMfcT?— Yf&ib IX 

%®ti%m® t zffit . *<os»$ tifc url *££«£ft*¥BbWfflBi^ 

[0014] 

*»bj(c j; 1 u R L77 •/ 9 y 7. M6WflKR*ri£«, Sfl^-^07 4 /k? D y^«ui 

^fi : 9-><-;P7^;^yy^$ISS:^-tf^TAfe:fcV>'rURL (Uniform Re 
source Locator) C97*5 >y ? U X r £8tSS"f £ URL7*7 >y 7 y* hiftW 

1 cOT-r -yTh . l5ie^^-^tfl^$n^m^^-;^*X^*^URL$:frie 

luismi^xr >vri&. znmitztitzvRL*mi,zmim%x->ui)^frrn%.ix 

[0015] 

J: h u r L77 >y 7 >J x M6WflBS*i£<orp^5 Att, gfi* -/U07 -f ;U 
?V>7mW£fro*->\s7 <^?Vy?mS£$tsi'ATMz&^XURL (Uni f 
orm Resource L o c a t o r ) C97? -y 7 0 7 Y URL7*7 -y 

7 'J7. h»W«B^rffi<orn^7A-c*oT, ti-^fc. !HHM.*->kWjWLX 

frhtz\jRLzmmm*-Jwm%.7- mmt ix%m&m2cr>>mtzm : TZ-£ 
, wzm i mmiz&^xznmiiztiti u r Lzmizmmmx -twsfrzwfczit 
x^&. 

[0016] 

<OttCf fril^URL (Uniform Resource Locator) JSP 
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[0017] 
[0018] 
[0019] 

^-^^g-C'Ji^WPgiEMIBtlgPrtOSfi^-^y-^ IPdnternet 

Protocol) r wx[zttmz>^> v vot^y mm^mfSfma^. 

[0020] 

^-^^et'ti spa mmfey- Vimmztmztitz spa m wgv- 

* ->v<T)ifX^z^t tix v ^ wzmm i s s p am^js?- vtftttix ^tzm-siz 

[0021] 

SP AMfiJ5t7-FfS1iaHc(i, WRjeLfcS PAM«g*7- HU^ h#IB£f £ftT 

wh. spKwnfey-Ytit. n?*->i'nttwz$£tix\^mm*-)\sk'n%. 

[0022] 

"http (hyper text transfer protocol)" 
5^WU R L b LTK 0 JtiSfU M *) ft LfcU R LtfS P A MWjg7- KieUgPt U 
RL77;7VXbt fce«$*VO^*^ §« S P AM«£7- KieitSPfc U R 

[0023] 

URLfifiSL *F.X-/Hc*fl/t.3.— MU^ya 
[0024] 

ztiizx^x. ^minx-ivy a }v?vyyi/XT-j±x'\t. m&*-n>z$miK:fe 

-;P7 4 'J y/yXfAtli J*#«i£flt$fc:i£&*i* s P am*-;^*^*^ 
sfirv>ft*>9*c. £&- , M b^URLyy^^-yi/^+ajeWftS^^Shv^jS^ 

*BU SPAMp<-;H*)^^-5^URLUy^^SPAMWS7-Ft UTSS"*"*.! 
£ fc J: oT , SPAM^ ->U<QffilUmZ&tb& Z t iffl&b tth . 
[0025] 

SUWtURL7*7 >y? } JZ. h%*k$(.LX^&<OX\ &fc< ->V flfc U R L'VCO 
7? $r*jW-*fctf>fc:, <mm { 77 7 l> X b<0U R L £ i £>IR£ LT#ft*C« 

[0026] 

ass* url zmftt&m&ii. %mx -iwz < ^sffl-t-r t> wbbizm 
^t>ti. m?x->i'<7>*xv>wzmmi'jz£miM hnuRLvytumhtix^tn 

[0027] 

t'3^fx7;t»'i)4. **>|g, ffitff LfcURLSrSPA M^JgV— FfBISnP 
M/URL77v?!MM^$W>iW^ -1.. MBS U R Ugffi !M M=&# 
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u t^-ttfznmmv ■Ah<wt>ipe>£&ix h^h^mt/m-m tizx^xg 

[0028] 

b<Dm?*-iiz£xm^->utLxm.'?&c\ttf*imt%z>. 

[0029] 

sp Awnfev-nm&izmiiixm&j-'wi-x •? ? zt&w&t lt, mrsr 
ofrt>mM*-)\stfJzmzmmtifzitht. ^mTo^mmri izfrvxx-ji>ti& 
MMimxm.m *? > v $ ti, mmr i x-mmzmi itt&t. bsist i mi 

[0030], 

±Aiz%.tixztzt?$>t. stffflT3frmm4(,zfrifxcDm?*-M&. i>imm* 

-;i^tttf!L£URLS;S PAMfiJ^y-Fieii^lEISLTV^mti'. *-/i^ifS 

mmntht xmwm* -wim ixLtotf. 2» -iv^m^Ltz urljs 
x-)vt iximitzm^-^znrfM&z-ttx it o z ttf%<%&. 

[0031] 

imxw.m77 -v ? v AhZ£.f&Lx^&cox\ mmmzifr&®t>%^fc&j(-)i<<?)u 
r l t> 7'? ? u * h iz%b?i z. t tf~*tmt . 

[0032] 

n-fc&mimA v t ix n t u r nx^&z. t mm 

U URLI:^^-^tffg^ig|5cOr-^ y <-^^7^-h'A'-y^L'rv^<7)T\ 11- 

fc^m^fim^t-iwttcvfimz^ixm&j-frz&mix h . hi w&mmTtz 
$tz.xw&x-)uzmmixi>. ^ti^^mi^tmmt^h. 

[00333 
[0034] 

^fl/tH^"/^ IP (Internet Protocol)^'/ bfrbWfX — 

(SPAM) >-;^«seSil4ffla3&«*inTV^V^»*«!Srf *SPAM¥iJ^I!I2 
fc. aSM— ^fc^JSS^1i^W^*S:*»4>URL (Uniform Re sou 
rce Locator) S-ttfctJLTgg* • WH»9)79^s y£jg-I-fS P AM^UIg 

[0035] 
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„ F P GA (Field Programmable Gate Array)f(0;%l 
[0036] 

^-;l^figfil(±A-^.y b^4>€-?^-^iMfi7EI PTh'l/XtffStm^-^ 
[0037] 

SPAMpJ£SE2H:S&l*>8!5B?82 1i:» »2<0ttSR*S2 2 1 £flfi*.T^*. 31 
1 2 1 J** -JlgHMW. lfrb^t ttflUXf-M -iWttcV&iMTt IP7K 

[0038] 

% i «ot**#a 2 1 anrnt siy b y #aoa>o *t j&r 5 # >> y fttSrSjg 

«fc*fr}iliD§-£6. ifc, mot^#&2 llitt£^Sxyhya^L£v^&£. ^ 
-)Vcr>mmit iPTY\sXt*i*7V9 ntiffM i:*»£&Sxyhy£* -/I'SEfiieiSSP 4 

[0039] 

$ 2 £>8@R#R 2 2<2 S P kWm??- KIBtt»4 2 S P A MffigV- k*> y * h 
[0040] 

s P AM^-;^a^S3{±frauRL^ii^S3 1 1 , j*^-/MW^33 2 £ 

fflttTV**. *f«URLS»#S3H±«^-;KO**4'3&»4> "http (hyper 
text transfer P r o t o c o 1 ) " *3#*JS:ifcS tB U S P 

AM¥l|Jg7-HiEtt»4 2&tfURL7*9-y?y*b4 3{de»"f S. 
[0041] 

aBB*-;WHMNa3 2tt ; frWBS£UfcT?S/ 3 y£^Lfci®gLrf-^fc:*f L?£fT 
[0042] 

IE^gS4ii^-;^l*ieiigP4 1 SPAMW^V-KfS1tSP4 2i:, URL7'? 
«y^y^h4 3i:.5-iS^T^|) 0 *-^aUtiE1t»4 1 li-£P*ISfc>*-/l'fl>a»**-x 

^LT^y?®^-^ ^^y?fIti-£B#0«£ffifrm£*u wvtmifi 
r 0 j Cfr* t . *M?T4xV h y tffflBsSii* . 
[0043] 

S PAM|i|g7- KiettIB 4 2 (± S P AM^-JKPMJgS* 'J X h^T' 
3 1 j&»6S»§*lfcJB S t . U R L 7*7 >y 9 0 * h 4 3 U*r&U R Lfi» 

[0044] 

To* 5^-A?tt. ±fe<OURL7*7<y? 'JX r4 3*»4>tt»ffiLfclE1lrt***C 
» j&g* i: fJ^$ 4> JR 0 tiJ L ft U R 7 ? £ «it-f MM 

x-bh. 

[0045] 
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[0046] 

M«£ga 2 k s p AM^aa^s 3 1 ieit^a4 k #fltt$*U U R L /5 y ? I) X F 4 

3 nwwmn ? -tzmw^mzmz tn z t x\ m&x -Mzimztitz u r l^o 

7 7 -fe X £■ 7 9 -fc X fW«l*» £ i o T St RS-f § £ k J&^tg k ft S . 
[0047] 

[0048] 

x-jwm&vmb* mi<omn^st2iizmtth ( a 2 xr-yr si > . 

[0049] 

m 1 <0«»#R2 1 fA*-/l^fIgH 1 *»65»tKote/'C4r«y MBRoy-* I PT K 
[0050] 

m 1 <^tjai#s 2 1 -ivtimifeUA mm t v-* 1 p r f u-xaqHtsftT v * 

M^(I2Xf77S5) , mi^^S2 1(A^IP7Fl/X^JEL/i^ 

-^*aes^-^k»ftL. s^.* -)i<n*-%* spam* -iimmsm 3t,zmi. mi 
*ra>ofc*& (I2^f 7rs5) , mi<ott§s#a2i(i-e<o*^-/Ko*x$-m2 

*>«5R¥82 2fciS4. 
[0051] 

sr 1 *>«tss#a 2 1 \±m t v-* 1 p 7 f -^«mib«»4 1 fcfeti$*rc v * 

^->^(i2Af77S3) . V-XI P7FUXk#7>':?^ ; i?}8!<Ikrt i £> : $:S 
xyFy£*-^8UHEtt«4 1 fc£»-t4 (02XT7 7-S 6 ) . 
[0052] 

^-;l4»iE*l954 lT'(Ay-X I P7FUXk^^y^ffikcOffl^t>-fr*^ftSx 

*<J?U MWWfi r 0 j OTfcftSk. ^xyFl)«fc§ft&. 
[0053] 

2 2 2 (ASS 1 *>*6&*a 2 1 frt>%im-> tzMT* -iW#%<£ SPAM 

We7-Hj&«***irvvSrV^ira3&»t«Wf4 (H2Xr-yrS7) . 3H2tf)&Sg#& 

2 2tt8B^SSPAM^7-F£SPAM^]£7-Fje«S4 lfrt>Vm-t&. 
[0054] 

(02Xf-v7S8> . £!2<^3j#K2 2te*-/Mt$8£SPAM*-;l/ 

[0055] 

SPAM^-;Wl^S3^jMW^^-;Hf$g(A. ft*Jfc#r«URLft»*a3 It 
[0056] 

URLWRHteJjRajUfc*^ (H3XT-/7S 10). «HSURLfiS#g3 HiK^ 
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LfcU RL£ S P AMffl£<7- h*£fS»4 -v ? U X h 4 3 fciEttU j£ 

3ftX-;W»l*»3 2fc«Hfc»"t (03^r -yT" S 11. S 1 2 ) . 
[0057] 

URLtf)»tUc*IRLit*& (H3Xr'y7'Sl 0) . fr&U RLgf££g3 1 JiU Ft 

m^fi-i (H3^T-yrSl 3) . 
[0058] 

MfettiT 7 is 3 y?)$\t LXIZ. iiji^*. ilii<D*£i:U\ 
[0059] 

#fc.x->mi«£ 1 p^-^-y v<m^z^mL. tt*-i\«mmf\bmm-h (03 
^x/rsi4) . 

[0060] 

mxoiz. *mmx&. ®%wf>®mizML>ixi%m* -mk j&mwbw 

h*)\,z. fcm A hnURLV>?W^X-JWttWzmmi'&&tlZ>b^ojiil l z 
*B l . BBS* -/H^fc * -jfcURL'J^SSPA M W^y- H i: LT IMM" 5 £ t tz 
«fc->T, SPAM*Wl^l*aj*£iW>4 
[0061] 

*mtfl»J-Ctt. ^*Wl^URL£^l>CiIlWfcURL75 J* 
£4$ L-T ^&<7)X\ <m%tf7'7 «y 7 U * h *>U R L * S JR* LT^JTCgft-f & 

hz\t IfiX % h tz#>X'h h . 
[0062] 

Li^vwt>. mmcomzii. jmitiuRuz7jy?vAHzmiZtixi>&^fr 
zofra-xvrt i&mtfhi. zwm. imt&xoiz. ]r&u:url£spam 

fcURLii'JAh tfitf L , 'J x b <?)*ipt>8» IX fc Hi >i CO 

*anf aj-t z uzi-> xmi^Kh j a izti tx\>\ 

[0063] 

Sfcfc. ^atfff-Wi. ^^-^*^ttttiL7tURLSrSPAMWS , 7-KfB1ia54 

yPSr^-casSM-^i: IXfmt&ZbtfX&t. 
[0064] 

H4 LT S P AMW7- HEtt$4 2 fc U R L £3» LT -/K^x y 

ns^t-rat. ^To^^^fSTitcwcm^Aic ^-;uauBe«»4 
i tsui*** * > h s*u nm i -cp«*«i § t-rs t . mm 1 laHMwaswA 2 

[0065] 

Txmzffjix ztzb-ftt, mm 3 a* tisisiT 4 fc*»»tT*»*iSMifA 3 

, ^L^^W^4»tttHL^URL^SPAMffl^V-FiaiigC4 2tfeii$-fr-C^^ 
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ill., 
[0066] 

[0067] 

<*fc(C*fc, *H»0!T«. g§^-;l^&URL£fflajLTiI&7*5-y?y*h££ 
jS L"C V EffiWfc L*^IhI -;W)UR L fc 7'7 -y 7 U x h {dMW - 
IZttfX'Zt, 
[0068] 

tu r l*74 h y x h 6 1 &jesd ufcfiWttH i cstt*5KB«-^«0ifc nm.<m& 
ttoxn*), ®-ffifmmm®-ttmtt ix$>&. xmmmiza \, *r , url*7 

>f h tf X h 6 1 £ i* U R L 7 5 v ? V X h 4 3 fcgH $ *fe < & U U R L £ ti 

[0069] 

, Z<r)*-)V-?xWvmX'im-l PTYVXfrkt&K.*- 

ivimmztit <r>x\ * -mt&co Lzwf&zmt x$m* -^tttztiizt s 

o 

[0070] 

i^-^yyfWURLBURL*?^ HJ7h6 lCURL7 , 7 7 7 l JXh4 
[0071] 

jvyfwmm^z^xwm-h* mb<nxT-,rs2 i-s2 8xt/a7mf7 

7S2 9, S3 2~S3 5tt@2<0^T-y7 , Sl~S8ai^H3OXr-y7*S9, Sll 
~S l 4fcHatolWFC**<0'C\ *WiifflcoV)-C«RW4flf*^4. 
[0072] 

*-;P3yrV , yrt^URL£fljfflLfc& (17Xf77S 2 9 ) , frSURUMi* 
S3 ltttttBUIrURLfc*- i: LTURL*7-f bVXh6 1 £»fl> (077. x-y 

7-S3 o) . ff«uRLa»#a3 lid^jcjRsmur (I7^f7/s3i) . mm 
t-frnm&fth-f. *->mmim5t l zmixz<?)m?*-)\s$:mmtz> (i7xf7 

7°S3 5) . 
[0073] 

mmuRLm^m iimmiz^itzmis m7xr<y7S3i > , spamto£ 

7- HfE«954 2^URL77-y7';7h43i: IZZtl^tlxy h 'J ^iiJn L (H77f 
•y7"S3 2, S3 3) . 2!L«LX -/WlEI^a 3 2£Ti£^-/M©IHTd (H77r-y 
7°S3 4) . 
[0074] 

ft. URL*7^f bVXb6 lT12*7-f h U7 h<7)xy h V ZURLt LX^ltiK 
■fcVA hVXVcoxyhVZURLXUtcK. WKjtt-frT YUXt IX^LXh X 
\>\ ZWte. *-)V-?$z/y<nifXlZ\}RLi)^£hX\^<XVm&*-^tLX7 

ou-?vy7Zti&zt&%*>\ 
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[0075] 

izmm® v * v 7 1 £jiflo i . %®mi% vxhii izmm^i *^<t%> *^i>-m 
ms zimtzmum i ^t^mco-mmmt mom®. t tc^xa d , m-m®. 
wmz\m-Vi^ 1 x h h . 

[0076] 
[0077] 

zzx\ ^fmmmxmmmmiHzwz^mmm'jxvi i&issu isurl 
sum 3 1 tc i -? t ^ u r l 5- -iswfcSMwai x h 7 1 tieig-f a . 

[0078] 

^P-^tt^l^-^IW1W»8*»<5>St»«*iy * h 7 lfcE1t§*VO^URL<0!J 
*h*#!HU Sii^ft^T- *ft*T£&£U Ii£^?^URLmSPAMflg 
7- K£tt*4 2 mu R L 75 -y 9 V X h 4 3 8« J: 3 fc-f* . ifltioT 
, *HJt^]-C'{i. *#, VRL7^v?VXh43lzm&&^X'lt%^URLZmWll<Z 

wm-thzttfX'*h. 

[0079] 

H9{i*^BJiOS'J^IISt^]^J:S^-^7 0 y/gs^t&ft^'f 7^-f-^r- 
^-t■•^> , }\ hi oii^mtnmicomMmzx&Tt^u-mfflfflaiz&ii&mmaivx 

[0080] 

*-/mi«£]R»u micomm^muzm-ti (H9xt'x7S6 1 > . 

[0081] 

*1 *>*BR#R2 1 tt^-A«SSl 1 fr&SWRofc^-y I PT H 

u^tlBltV-x I PTHU^* t ^-;Pie»IE«»4 lfcEttSfrO^if 
h (09*T77'S6 2) . 
[0082] 

m i ottss* s 2 1 -ivmMmm imtv-ziprv uxmimtcx v * 

(H9Xr-y7°S6 3) , ttf&thttyfmzm *ffiU W)^^IJIS 

U:.* -^&as&* -^fc u s p am ^ -ivwmm 3 13*4 

. Si=flr*»ofc«^ (H9*r-/7*S6 5) , ^\<mm%%.2 1 tt*^t^-/I^)* 
££3l2^Bl§if¥82 2t>2i£. 
[0083] 

mi o«eR*a2 uiHtv-x i pt Hv^* t ^-^auuB«»4 1 wetts^-t^ 

(H97.T77-S6 3) . y-^IPTKVXfc^^y^^ffiffii:*^^ 
4xy h 'J ^>-/P8»iett«4 1 (H9*r 77S 6 6). 

[0084] 

^-;ua*IB1tSP4 lTttV-* I PTKl^fc^V^ttfc^ifl^irt^&Sx 
[0085] 
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■^7-F1feitlXiiV&^frb'ofrift&t& (H9*x-yTS6 7) . H2<D^# 
m 2 2 (ittS&tS S P H* S P AM|iJ5e7- KRIf fl*4 1 ;&>£>&?#-f 3> . 

[0086] 

^ -;l^>*Xt S P A Mfljg 7- H 36** t tlX lr vflr V v*^- (09XT-/rS68) 
, »2*>tt*#a2 2{±p<-;Hfl8$r^-;KSiMgS5^l». SPAM|"K7-M^ 
4*iTVvfc** (IH9*T-yTS68) , %2<0®m^m 2te*-/Hff8£SPAIVO< 

[0087] 

SPAM*wH^II£S3C>*W^wMff8i2. ftftfc*rfflURLS»#&3 IT 
ffiiiSfU. ff«URLfifi^3 1li*^Wl^)*X4>3&»4) "http" T*&£I>U 
RL.^^iJt UTEOffi-t (@9^T>yrS69) . 
[0088] 

URL<3BfcKl^Lfc%& (i9Af 77S70), *r£URLS»#ft3 lttJKft 

ucURL^n^ffli'j^ h 7 1 tie-itu assLx-;wea#S3 2t«i3i*»-f (H9 

Zf-vTS7 1, S7 2) . 
[0089] 

URL^lRttfcdfeJftUfe*^ (H9Xr-y7 0 S7 0) , SHIURLSf§#&3 liiUR 

Wn?& (09Xr>/7-S7 3) . 
[0090] 

*-;H8®¥«3 2Tjt#>, ^TjWfiW-*, g@<Oi§£(C(i. 3 2 T' 

[0091] 

* -;U^j||gS 5 -/WIUI#8 3 2 t) L<JUB2<0«l*#a2 2*»feiS<?><lT 

i h<m&£$3ki. -jwmmyt^bfa&tz (H9 

*T-y 7°S74) . 
[0092] 

jj-^U- ?#S$itf£lf UXh7 lfc§^$*lfcURL<0+;fr4,URL£aHrci/C 
SPA MfiJJgV- HSBttfflf 4 2 R L 7y -y 9 0 * h 4 3 (Cfilfttft WltoV vCRUJJ 

[0093] 

%mzu?AvL (Hi 0*-f >y7'S8 1 ) , fi»flmUXh7 1 fcfi»$*lfcURL* 
r^yo-HLT^-ri. (HI 0*x>y7°S82) . 
[0094] 

?ftJt&pg|58 tt^U-^j&^StUt U R L<04»*»4>fi»U R L SriHiR-f £ fc 
(01 0*r-y7°S83) . ^^URL^SPAM^7-Hf£1f^4 2S.l/URL 

:T5y?'J.XM3fciIillfi»L (HI 0Xf 77S84) » X-)V7 A )V? U >^§IS 

j&^Q/T^h"*-* (HI 0XT77S85) . 
[0095] 

^iot, *HJt0iJT1i, ^l^-^*^U-^$i|il«l58*^S^*iU^h7 1 

^ieit§nrv^uRLc7)u^N^#HBL. fiHtofw-^iwrtiiaeu s&ifwz 

tltzU RLCDfrS PA M«£<7- HCCItf 4 2 2Wf U R L 7 5 •/ ? 'J X h 4 3 * 
[0096] 
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JR 0 art* -/l^ft HB 1 fc , *y*-;UoS«*f-x vft&bb't tcSBS ( S 

p am ) ^-^tw^sfiiffls^sifcv^v^&ijeRL. aas^-^twjESftfc 
m.9t. tfmzffi&tm^&a. i o t . 7? ? ? y * hflmtts 1 1 1 . m^-^ 

4. 

[0097] 

*»B, at** wl^)W^fttcff -5TV^«^-;l^)*X3&»fe<OU RUSH** 
[0098] 

#3H6WT(i* §§BfM£. 01CgrfSPAMW^IS2&VSPAM«raS6 
E3*SPAM«31£S9fc«£U 0lCOfEli!£B4^URL7'7-y?yxh4 3£7* 
77?'JX MtigglB 11»URL/7 7?'JX MEttS 1 1 2 WHFIS ±3$ 

i,fc#$&^-3iifiWfc: i 4 * ^ >V9 y y ?'§§B t n& o r ^4 . 

[0099] 

SPAMM£fi9iiURLKtf##M39 It, HI R 9 2 i: . *2<0tl6R^K 
93>. 2S8LX-;W!ra¥R9 4i:*fflliT^*. URLKf##S9 K±^-;l^«gB 

l3^4»*WKofc*^-/i^)*X«Xiii*»fe "http" TShthJ&miuRLb L 
•CKfl-fS. Hi ^^?^#-S2 2(iK#$tL7tURL$r^f— t LT. .x-^aUOettSl 
0 l£fe^£ft£URL2:$irf4. 
[0100] 

EttSSl 0^-;l«ME««l o Hi. 0i<7)*wuOSiE««4 ltfy-xi P 

2399 # -7 y h € i: <0«#&*>€*x y h U i L TEtt LT V ^ 4£T\ ±3S Lfc+BDi 
<0— HSiW::J: 4 ;* -f U y ^SBi: -j T v » 4 . * »> y b ttU-^WBRBi 
f 4>«^fi^»t«^L. ^7yhffi# r 0j OTt=fc*fctt£LfcxyhyjWMifc3*i 
4. 

[0101] 

hienspi 1 2fc^^Tv^4. 77-y?yxh«iam:2i 1 m^-^ije^i o 

lfciE«Sn^URL>^^y^«>*»4>*4xyhU^, ;Wy?ffitf L£i^I£i@ 
[0102] 

H 1 2J4*«IBWS & WMtf>SSjfcWfc J; 4^-/U7 -r 'J y?"HB£>»f££*-f 7 n 

-^-h^4. i^^i 1&1/01 2*mxximm%Mzm<nwim,zs.h 
x-)V7 < )v? y ymwnmmz^xmwtz . 

[0103] 

^ -/l^fillS Hi A'^r>y ht»ffiS.V'*^-^<7)*XS:IXDaiL. SPAM^a^B 
9fc*ilW4 (@12Xf77S4 1) . SPAM3M£B9(±. i1*»ttKURLBW| 
^S9 lfci^-Cm^^KO^t-^ifLi "http" *»^t&iSX*5i]*URLfc 
txmWtl (01 2T.r-y7°S4 2) . 
[0104] 

URLIXf#^9 lim?*-W*%<PlZURLtf-£&tlX^%fr'>tzm& (Hi 2 

WmZfto (01 2^f77-S49) . 
[0105] 

ifc, URLJXff#K9 1 {i^-^X+tURLt-friil-CV^*^- (01 2Xf7 
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rs 4 3 ) . wwf-x-ivzm i cr>tkmm%9 2 izm. m 1 ot***a9 2ia3x#u 

ftd (Hi 2Xf77*S44) . 
[0106] 

Mi<7)tm*&9 2i&*->uffimm&i ouzmmitzuRL^^-ti-^yhv 
mmztix^tzmiz (Hi 2xf7rs4 5) , ztimmtiti f 7y?mzn*)itii 
xm^mmmm-zz (Hi 2xr-y7-s4 6) . 

[0107] 

mi^^#g9 2(i^-;l/gr l *IB1igPl 0 l£tt£t}U^URL£*-£-f!,xyHj 
* { !5«§il'CV^o^^ (121 2^r-y7'S4 5) , JmUzURLb#*>y?V>® 
mmt frfcSrSx y h U £^ -;P8SE*Stt» 1 0 1 Cfr&xy h 'J LT{fc#-f & ( H 1 
2Xf7rS4 8) . 
[0108] 

Hl<7)8$?#&9 2«^(I^ttliJD$^^'>y^e* i L#v^S:|g^-Ct^^ ( 
Hi OXr'y7°S4 7) , %<7)%^*-)V*W&*-)VtKt£LXW&*-)VWm-?k9 

4 tcaww. -imw^m 9 a \t s p a mas?- kims 1 0 2 <ox y h; ji 

flD*&JI£fird (HI 2Xf7 7'S5 1 ) . 
[0109] 

351 *>l*SfciM& 9 2teM£fI£{filin$#£;^y?ffi* { L# v^eSrSiTt^ftiitf 
. ^«^-;u*m2^)»§g#S9 3t«-t. ^2^^S93(inyxy^^-x 
•y^SrffV^ (HI 2Xr-/7°S4 9) » S P AMffl^?- YtffLofrtllf (Hi 2Xf7 

7*s50) . twf-x -)v*w&* -)i t ix%m* -/maa^a 9 4 izm-nx 

, aS8^-/W!!!a^S94JiSPAMJpM7-HEtl»l 0 2^)iy HJilMMS-fi^ 
(HI 2*r-y7*S5 1 ) . 
[0110] 

zaot* assy-;wiaai^a9 4tts pamw«7-ke««i o 2oxy> uiftmwi 

a*ffofc«^-^fcWLTa§SLX-;WlPi^^ (HI 2Xf7TS5 2) . 

-)v** -ivmmw. 5 tzmt. * ->mmmw 5 mm* -/waa^a 9 4 1 l < 

tt*2*^#«93*fcia&ftT*fc*->MWi* I P/^7 hm&lzgjAL 
*-)V0&fefi^liWkth (HI 2Xt -, /7°S 5 3 ) . 
[0111] 

75y?y*Mi&aj¥&l l Ui^-;i«*!E«»iOlfc:«#SifCv^URL';^ 

1 1 2 fcfiHF*-* . 
[0112] 

^wm-mmmxn . m?* -iwifx^t tut u r l & ftta lt u # imi* i: 1. 
ntimtfmmzTis&w&iziimm* ->v t ix&mztiKw *mkMzm^& t . -e 

[HW«>tt*$:Rgi] 
[0113] 

[HI ] *%m<n~mmtiz£ -)V7 a V >7%&<r>ffif&Z*'t7v >v7W>Xh 

[H2] ■*%m<n--$mmi,z£%>x->i7 a m u y^gsosm^-f 70-^- h 
X'bh. 

[H3] *lfeB80-^E»Wfc: J: 4^-/1^7 4 ^ U yymwmftttfyv-^- H 
[H4] *J6^o-SUt0«fc:*JV^"C s p am«&7- KEtia5fc:a»Uraa5LX-;KOf- 
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[09] *«w<o»j^)iatWfc:J:s^-^7 * )i? v vrmmnrnm^tyv-^- 
[010] ^ncowinmmmizx&x^u-mmmzmimmwjA hiwmt: 

[011] *^Hj < o§<i > ^gij^|U£0!|t t j:4^-;U7 4)l?Vy7mW<7)ffitfL£*i-7'vv 
9mxfoh. 

[012] *^bj<7)$ (otcgdcoiuiWwcj: hx-)V7 am u v^m<rmm^f7u- 
vm<mm 

[0114] 



1 




2 


SPAMTOIB 


3, 9 


sPAM^aa^a 


6, 7, 10 


fEltislfi 


5 




8 




1 1 


7^-y7'J7h^^|ffi 


2 1,92 




22, 93 




3 1 




32, 94 




4 1, 10 1 




42, 102 




4 3 


URL7'7'/7U7h 


6 1 




7 1 




9 1 


URLBtf#^f£ 


1 1 1 




1 1 2 


URL77-x7U7Meita 
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| ?2 

3'' 
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4 t 



42 



Kty-V-XIPTR/X 





J^84 


BO 


NO 
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[03] 
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CH7] 
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[011] 



1st - 



1 


9 






s 




m 

B* 








s 




<*■ 
















1 









[012] 




^841 




yofl 



•*343 
VH44 








NO 








~545 


1 




|j-34« 




JRL 


J- 848 


NO 
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